How iovation ReputationManager™ works

Nothing beats fraud like iovation
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With the Internet’s anonymity, online businesses pose a convenient target for those engaged in fraud and abusive
behavior. The cost to businesses is both bPnancial and reputation resulting in negative impact to their bottom line
probtability and brand equity.

These online abusers characteristically create multiple accounts, usually through a single or a few PCs. They use
different identities and they are very careful about creating an environment that cause their accounts to appear

unrelated to each other.

iovation ReputationManager protects online businesses against fraud and abuse by using the reputation of the
online customer’s devices to screen for fraudulent & unwanted transactions and exposing the device layer of
information between accounts that is otherwise unapparent.

The solution is used both as a real-time fraud management solution and a forensic fraud analysis tool. The
solution is completely transparent to the end user and does not require any software download to the user®

device.
The table below highlights the many benebts cited most often by existing iovation customers:
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0 At user login and/or prior to any high-risk transaction, the subscribing network provides account/transaction ID and
device information.

9 iovation ReputationManager associates the account/transaction ID and the device information and sends them to the
Device Reputation Authority(DRA) platform.

The DRA exposes all associations between devices and accounts—even across multiple subscribing networks—
without sharing any personally identibPable information (PII).

e Within the DRA® repository, associated devices and accounts can be red-Bagged (O) when negative evidence (such
as chargebacks or abuse) is submitted by any subscribing network.

The iovation ReputationManager subscribers can then protect their network and customers from user login through
the entire transaction life cycle by making decisions based on their own criteria for allowing or denying user
transactions.

For more information on iovation ReputationManager and other iovation Reputation Services to combat fraud visit
www.ijovation.com.
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